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CyberUnited Background

Founded 2013

20 Years Hi-Tech and 12 Years Cybersecurity Experience
International Speaker Cyber, Insider Threat, SiOT
Cybersecurity science, big data and analytics
Biologically inspired solutions

Intersect - Threat Detection & Prevention System

Product Features
Insider Threat Detection and Prevention
Impersonators
Behavior (Machine Learning) + Network Flow Data

Targeted Attacks (APTSs)
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Dimensions of Convergence

Sensors

Ubiquitous Connectivity
GPS
0T

Big Data

Predictive Analytics Defense & Cyber
ﬁi Life Sciences
Health

Sports & Active

Machine Learning

Informatics
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A Malicious Insider

Current or former employee, contractor or other
business partner who:

Has/had authorized access to an organization's network,
system or data and ....

intentionally misused access to negatively affect the
confidentiality, integrity, or availability of an
organization's information or IT systems.
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Who Are These People
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Insider Crime Types

Fraud
IT Sabotage

IP Theft

Tampering
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How Do We Find Insiders Today

By Accident
After the Fact

Not at All
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The Problem

Finding a needle... Insider Threat Program - Best Practices

or at least stack of needles .
» Prevention

in the haystack
Detection

v

Qutside threats are most

, » Behavioral discovery techniques
voluminous

144 11

» Discover “Dumb”, “Determined” and

However, Insider threats Tradecraft” Actors

ARE the most costly 555 » Detect “Impersonators”

» Generate Actionable Intelligence
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Insider Continuum

List of employees/3™ parties and their behaviors

* Employee behavior
* Correlated with network flow data >
* Generates actionable intelligence

RISC Reporting

| T
easy determined very stealthy,
to spy skill sets,
detect trusted, tradecraft

www.cyberunited.com



Holistic Vector Collection & Analysis

Know Your Organization

DISRUPT
Insider Threats

Assess & Establish
Baselines & Norms

Traditional

Non-Technical Data:

*  Policies

. *  Procedures

*  Corporate Culture

*  Crowd-sourcing security

*  Every Employee is a
Sensor

Know Your People

DETECT
Insider Threats

Analyze
Internal Data

Traditional

Workforce Analytics:

= Position Description

= Roles/Responsibilities

= Length of time in position

= Career Progression

= 360 Performance
Evaluations (looking for
psychosocial interactions)

= Background Check

Know Your Data

DETER
Insider Threats

Monitoring
Behavioral Indicators

Traditional
Technical Data:
. Facility Entry/Exiting (Arrival/

Departing times)
. System Log-In/Out Times
J Volumetric Usage Statistics:
. Email content filtering

. Upload/Download
volume statistics
. Websites Visited
. Applications Installed/
Used
. Remote Access Services (RAS)
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Know Your Threats

PREVENT
Insider Threats

Collect External Data,
Correlate & Rank Threats




Correlate Behavioral + Network Flow
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Actionable Reports
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Events Organization

Threats

Table of Employees belonging to organization
Agents

Employee ID Last Name First Name Email Agent 1 Agent 2
Libraries

1 Lay Ken kenneth.lay@enron.com 3082 4305
Results
Sager elizabeth.sager@enron.com 1539 1356
Wolfe wolfe@enron.com 1825 2896
Lavorato john.lavorato@enron.com 4406 3843
Brick dave.brick@enron.com 961 1108
Skilling jeff.skilling@enron.com 2851
Delainey david.w.delainey@enron.com 1108

Forest sj.forest@enron.com 2896
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What’s Next
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discussion

Darin Andersen
darin@cyberunited.com
M: 619-341-4086
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