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AGENDA

ÁTopic 1: Introduction to Electric Grid Systems of Systems 

ÁTopic 2: Electric Grid Cyber Security Threats

ÁTopic 3 Solutions: Cyber Vulnerability Assessment Methodologies 

ÁTopic 4 Solutions: Using Security Assessment & Testing Tools

ÁTopic 5 Solutions: Examples
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INTRODUCTION TO ELECTRIC GRID SYSTEM OF SYSTEMS
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ELECTRIC GRID SYSTEM OF SYSTEMS
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Industry Overview
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ELECTRIC UTILITIES GENERAL OVERVIEW

Á Approximately 3100 electric utilities in the US

Á Three Major Categories:

Á Investor Owned Utility -IOU (approx. 200)

Á Public Utilities Municipal - government or city-owned 

(approx. 2000)

Á Rural or Co-operative (aka Co-ops) member-owned (approx. 

900)
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148 million electric customers in the US

200 Investor Owned Utilities (IOUs) such as SDG&E, serve most customers

Cyber attacks can target over 3100 separate electric utilities

Industry Overview
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SCADA CONTROL SYSTEMS
Supervisory Control And Data Acquisition(SCADA) Control Many Grid Devices
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Industry Overview

Until recently SCADA 

systems were isolated.

Newer control systems 

are exposing SCADA 

systems to the 

Internet.

Increasing numbers of 

customer owned solar 

Photovoltaic PV, 

electric vehicles and 

battery storage 

systems  
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ELECTRIC GRID CYBER SECURITY THREATS
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CRITICAL INFRASTRUCTURE INCIDENTS PER INDUSTRY

https://ics-cert.us-cert.gov/sites/default/files/Monitors/ICS-CERT_Monitor_Sep2014-Feb2015.pdf

Á In 2014, the Industrial 

Control Systems Cyber 

Emergency Response Team 

(ICS-CERT) received and 

responded to 245 incidents 

reported by asset owners and 

industry partners.

Threats
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WHAT WE ARE SEEING - PURPOSE OF ATTACKS

Many cyber attacks on the electric utilities have an end game:

Á Efforts are traditionally intentional, prolonged system probing and data gathering 

attacks against specific targets with specified intent. 

Á Advanced Persistent Threats (APTõs), usually include unauthorized stealth 

reconnaissance, data gathering and vulnerability analysis of infrastructure, assets, 

networks, SCADA systems, data and personal information. 

Á Intelligence data gathered used to develop more pervasive methods to map out the 

infrastructure, dig deeper and harvest greater amounts of intelligence.  

Á At some point, the intelligence is leveraged to better understand how the target 

operates enabling the initial sponsor to launch clear, specific and focused attacks 

usually with malicious intent.

Á Most attacks are to gain information and data, not to shut down the grid. 

Threats
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All industries and critical infrastructure assets including electric utilities are under varying levels of attacks.

High Profile Cyber 

Attacks 

Å StuxnetSCADA Iran 

nuclear centrifuges 

Å 2015 Ukraine power grid

Å May 2018 US imposed 

sanctions against Russia for 

energy, nuclear and critical 

manufacturing cyber attacks*

Å Ransomware, locks all files 

until cryptocurrencypayment 

made

*Source: https://www.cnn.com/2018/03/15/politics/dhs-fbi-russia-power-grid/index.html
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WHAT WE ARE SEEING - MOTIVATION AND JUSTIFICATION

ÁThreat Sources

Á Nation States

Á Intelligence Agencies

ÁòHacktivistsó 

Á Organized Crime

Á Terrorists

Á Corporate Insiders

Threats

10

ÁMany reasons to attack energy resources

ÁControl over their own resources and citizens

ÁIntellectual property theft, exploitation and disruption

ÁHigh impact events

ÁEconomic

ÁCheaper to steal than to research or build

ÁProfit from selling information

ÁIdentification of applications, configuration or attack responses

ÁRedirects to other nefarious resources for more advanced exploits
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WHAT WE ARE SEEING - PROCESS AND METHODS USED

Many ways to attack an electric grid

Á Social engineering against soft targets, people and automated processes

Á Viruses, malware, trojan horses, worms, key loggers, network sniffers

Á Redirects from legitimate websites or unsuspecting personnel

Á Calls to helpdesk or key people pretending to be support

Á Social media websites

Á Targeted email scams

Á System compromises

Á Compromised OS or platforms

Á Fake or hijacked web sites

Á Compromised attachments (Word, PDF, spreadsheets)

Á Physical methods such as site/personnel observations, cameras and dumpster diving

Threats
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Some common attack delivery 

methods include phishing, 

introducing infected removable 

media, exploiting human error, 

introducing malware through 

network communication paths, 

and using web-based watering 

hole attacks.
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VULNERABILITIES FOR ELECTRIC UTILITIES

Á Growth of networks and communication protocols used throughout control networks pose vulnerabilities that will 

continue to provide attack vectors that threat actors will seek to exploit for the foreseeable future. The interoperable 

technologies created for a shift toward a smart grid will continue to expand the cyber attack landscape.

Á Threat actors on multiple fronts continue to seek to exploit cyber vulnerabilities in the U.S. electrical grid. Nation-states 

like Russia, China, and Iran and non-state actors, including foreign terrorist and hacktivist groups, pose varying threats to 

the power grid. A determined, well-funded, capable threat actor with the appropriate attack vector can succeed to 

varying levels depending on what defenses are in place.

Á Utilities often lack full scope perspective of their cyber security posture. Total awareness of all vulnerabilities and threats 

at all times is improbable, but without enough cyber security staff and/or resources utilities often lack the capabilities 

to identify cyber assets and fully comprehend system and network architectures necessary for conducting cyber security 

assessments, monitoring, and upgradeséó

Threats
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Excerpts from òCyber Threat and Vulnerability Analysis of the U.S. Electric Sectoró, 

prepared by Idaho National Laboratory for the Office of Energy Policy and Systems 

Analysis (EPSA) in the U.S. Department of Energy
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COMMON SECURITY BARRIERS FOR ELECTRIC GRID ORGANIZATIONS

Risks or threats that may impact the implementation of risk management practices:

ÁUnder staffed security and operational departments

ÁInadequate policies, procedures and culture governing security

ÁInadequately designed systems and networks lack defense-in-depth

ÁRemote access without appropriate access control

ÁSystem administration mechanisms and software not adequately scrutinized, monitored or maintained

ÁInadequately secured wireless communications 

ÁNon-dedicated communication channels 

ÁInsufficient use of tools to detect and report suspicious activities

ÁUnauthorized or inappropriate applications/devices on networks

ÁControl systems data not authenticated

ÁInadequately managed, designed or implemented critical support infrastructure

Threats
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SOLUTIONS: CYBER VULNERABILITY ASSESSMENT METHODOLOGIES
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INFORMATION TECHNOLOGY (IT) VS. OPERATIONAL TECHNOLOGY (OT)

ÁInformation Technology (IT) and 
Operational Technology (OT) systems 
face different threats

ÁTools appropriate to use in IT 
environment may shut down or 
compromise OT assets

ÁRestoring compromised systems from 
backups poor fit for SCADA systems 
as SCADA controlled hardware cannot 
simply be restored

ÁLong complex passwords for missions 
critical system operators are a 
concern
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Assessment Methodologies
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MAJOR CYBER ASSESSMENT ACTIVITIES

Activity Device 

Assessment

System Assessment

Top Down Bottom Up

Scoping/Planning V V V

Requirements Review V

Architecture Review V (optional)

Configuration & Log Review V V V

Physical Review V V V

Policy and Procedure Review V V

SME Interviews V V

Vulnerability/Failure Analysis V (optional) V

Active Testing V (optional) V

Hardware/Software Review V
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Assessment Methodologies
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REQUIREMENTS REVIEW

ÁDocument North American Electric Reliability Corporation(NERC) Critical Infrastructure Protection (CIP) requirements

ÁDetermine if requirements are defined relative to system functionality and aligned with the organizationõs security 
goals and objectives

ÁDetermine if requirements are mapped to specific solutions deployed to meet requirements

ÁMap cyber security requirements to systems

Á Include cyber security requirements in all procurement specifications and RFPs

Á Identify potential gaps

Á Incomplete or missing requirements

Á Controls (verification methods) not present, weak, untestable, etc.
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Assessment Methodologies
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ARCHITECTURE REVIEW

ÁNetwork architecture review evaluates the function and placement of network components

ÁSecurity perimeters, segregation, and separation

ÁAccess points

ÁInformation flows

ÁDependencies

ÁResiliency

ÁCan be used to help drive common cyber enterprise architecture

ÁIdeally assists with acquiring stakeholder support across IT and operational groups  
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Assessment Methodologies
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VULNERABILITY/FAILURE ANALYSIS

ÁBased on:

ÁSystem functionality

ÁSystem architecture

ÁTechnology utilized

ÁIdentify possible failure modes/scenarios

ÁIdentify possible attack vectors that may lead to identified failure modes

ÁIdentify vulnerabilities that may be exploited to carry out these attacks

ÁPotentially develop cyber attack use cases
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Assessment Methodologies
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OVERVIEW OF SECURITY PENETRATION TEST

Á Many ways to perform a pen test depending on scope and environment
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Solutions

Cyber testing focuses on 

system and component 

communications interfaces.

In addition to penetration 

testing, testing is typically 

performed to assess insider 

threats including users with 

elevated access levels.
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QUALIFYING RISK
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Assessment Methodologies

Primary objective of a cyber 

assessment is to provide information 

necessary to manage identified risks

Recommended approach is to base 

risk on:

Å Safety Impacts

Å Operational Impacts

Å Compliance Impacts e.g. VSL 

(Violation Severity Level)
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SOLUTIONS: USING SECURITY ASSESSMENT & TESTING TOOLS

22


